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■ Abstract. New technologies used in infrastructure systems add complexity to the management and 
protection of these systems, and therefore, the consideration of issues related to criminal attacks on critical 
infrastructure and the organisation of investigations are becoming increasingly important. The main goal 
was to identify the problematic aspects and unique features of organising pre-trial investigation of crimes 
committed at critical infrastructure facilities. The methodological tools of scientific research were based on 
the diagnostic method for studying social and legal phenomena, analytical, dogmatic, comparative legal, 
formal legal, and modelling methods. Based on the results of the study, the current state of criminal law 
norms regulating the grounds for criminal liability for criminal offences involving critical infrastructure was 
comprehensively analysed. Based on the assessment of the current state of criminal legal protection of critical 
infrastructure facilities, it is established that it is insufficient and needs to be improved. It is proposed to 
supplement the norms of the special part of the Criminal Code of Ukraine with additional qualification 
criteria that would establish criminal liability for encroachment on critical infrastructure facilities. The 
issues of the development of a unified concept of protection of critical infrastructure facilities from criminal 
offences through a comprehensive scientific and practical approach to the development and assessment of 
forensic support for countering criminal offences involving critical infrastructure are updated. Specific steps 
are outlined to improve laws and regulations that define the specifics of organising investigations at critical 
infrastructure facilities and conducting priority investigative (search) actions in this regard. The practical 
significance of the results obtained lies in the development and argumentation of conclusions and proposals 
for improving the system of protection of critical infrastructure from criminal encroachments

■ Keywords: protection of critical infrastructure facilities; high-risk facilities; investigation of criminal 
offences; emergency situation; investigative and operational group; incident site inspection
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■ Introduction
Ensuring the security of critical infrastructure is a 
complex and long-term process that requires an or-
ganisational and integrated approach (Vasyutynska, 
2021). It is inherent in any civilised country, with 
no exception for Ukraine, where, in the context of a 
full-scale Russian invasion, the key priority of the 
national policy is to protect critical infrastructure fa-
cilities from criminal encroachments. For example, 
according to the Office of the Prosecutor General 
(2023), of all recorded missile strikes, more than 70% 
were coordinated specifically in critical areas of state 
activity. According to these facts, the National Police 
of Ukraine alone opened more than 80,000 criminal 
proceedings, including those provided for in Article 
438 of the Criminal Code of Ukraine (Violation of the 
laws and customs of war) (Crimes committed by..., 
2023; Yurii Belousov: We consider..., 2023).

The analysis of legal literature shows that the 
study of problematic aspects of pre-trial investigation 
of criminal offences involving critical infrastructure 
facilities is relatively new. For the most part, they 
relate to issues of ensuring cybersecurity at critical 
energy facilities. In particular, considering external 
threats to NATO member states, S.D. Ducaru (2017) 
emphasises the security of energy infrastructure 
through the feasibility of an integrated network ap-
proach that will help reduce vulnerability and in-
crease the sustainability of critical infrastructure 
in the Alliance’s energy sector. Similar views are 
held by R. Lordan-Perret et al. (2019), O. Batiuk & 
I. Yevtushenko (2022), noting that the proper func-
tioning of the energy system depends on the smooth 
operation of its interconnected sectors of critical 
infrastructure, and therefore, attacks on this infra-
structure can cause a cascade effect. According to 
D.M. Nicol (2018), H. Zhu et al. (2021), one of the 
most dangerous types of threats to critical infrastruc-
ture facilities is and remains unauthorised access to 
their information and telecommunications systems. 
In this regard, as the researchers note, the digitali-
sation of society, despite significant advantages and 
opportunities, significantly increased the level of cy-
ber threats and contributed to the emergence of new 
ways of committing criminal offences involving crit-
ical infrastructure facilities (Chowdhury & Gkioulos, 
2021; Al-abassi et al., 2022). These criminal acts can 

1Order of the Ministry of Internal Affairs of Ukraine No. 575 “On Instructions on the Organisation of Cooperation of Pretrial Investigation 
Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal Offences”. (2017, July). Retrieved 
from https://zakon.rada.gov.ua/laws/show/z0937-17/print.
2Order of the Ministry of Internal Affairs of Ukraine No. 357 “On Instruction from the Organization of Response to Statements and 
Reports About Criminal, Administrative Offences or Events and Operational Information in Bodies (Subdivisions) of the National Police 
of Ukraine”. (2020, April). Retrieved from https://zakon.rada.gov.ua/laws/show/z0443-20#Text.
3Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
4Code of Civil Protection of Ukraine. (2012, October). Retrieved from https://zakon.rada.gov.ua/laws/show/5403-17?find=1&text=%
D0%B0%D0%B2%D0%B0%D1%80%D1%96% D0%B9%D0%BD%D0%BE#Text.
5Law of Ukraine No.  2163-VIII “On the Main Principles of Ensuring Cyber Security of Ukraine”. (2017, October). Retrieved from  
https://zakon.rada.gov.ua/laws/show/2163-19#Text.
6Law of Ukraine No. 2469-VIII “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/2469-19#Text.

manifest themselves not only in so-called Internet es-
pionage, or for example, illegal acquisition of informa-
tion with restricted access, but also in illegal posses-
sion of other people’s property, blocking users’ access 
to the relevant system resources and/or destruction or 
damage to the relevant infrastructure in general.

Along with this, physical threats are no less dan-
gerous. These may include those potential hazards 
that caused the occurrence of a crisis situation at the 
critical infrastructure facility that threatens the life 
and health of the personnel of this facility and/or the 
local population in the area of residence in which it is 
located, and the safety of other citizens and/or their 
financial situation. The risks at critical infrastruc-
ture facilities can manifest themselves in the form of 
sabotage, terrorist acts, theft, deliberate destruction 
and/‌or damage to property necessary for their func-
tioning, etc. It is important to note that these crim-
inal acts, unlike cyber torts, can lead to the death 
of a large number of people, cause physical or mor-
al suffering, cause significant material damage, and 
cause irreparable damage to the environment, which 
makes it impossible for people to live in a certain 
territory and ultimately poses a threat to the future 
existence of humanity.

Despite the relevance and great practical signifi-
cance of this topic, in departmental regulations1,2 do 
not provide practical recommendations on the algo-
rithm of indicative actions of authorised bodies when 
responding to applications and reports of criminal 
offences committed at critical infrastructure facilities 
and the specifics of the investigation methodology of 
this category of torts.  This circumstance, as a result, 
led to the choice of the topic of research, the main pur-
pose of which was to investigate the problematic as-
pects and features of organising pre-trial investigation 
of criminal offences at critical infrastructure facilities.

■ Materials and Methods
The regulatory framework for scientific research was 
laws and bylaws, the norms and provisions of which 
regulate certain issues of security and sustainabili-
ty of critical infrastructure. In particular, the latter 
may include the Criminal Code of Ukraine3, the Code 
of Civil Protection of Ukraine4, laws of Ukraine “On 
the Main Principles of Ensuring Cyber Security of 
Ukraine”5, “On the National Security of Ukraine”6, 
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“On Critical Infrastructure”1, the Decision of the Na-
tional Security and Defence Council of Ukraine of 
October 30, 2021 “Strategy For Ensuring State Se-
curity”2, etc. The theoretical basis of the research 
was scientific works that examined certain aspects 
of the organisational and legal basis for ensuring the 
safety of critical infrastructure facilities (Biryukov, 
2015; Yurii Belousov: We consider..., 2023). Data on 
criminal legal protection of critical infrastructure fa-
cilities were also important (Taran & Sandul, 2019; 
Kucherina & Olejnikov, 2021). The basics of forensic 
support for countering criminal offences at critical 
infrastructure facilities were identified as important 
(Batiuk & Yevtushenko, 2022; Fediuk, 2022).

From a methodological standpoint, the study is 
based on the general laws and categories of the theory 
of cognition. To solve the research tasks, a diagnostic 
method of cognition of social and legal phenomena 
and concepts in their development and interdepend-
ence was used. Formal logical methods of analysis 
and synthesis, induction, deduction, analogy, etc., 
were the basis for the study and analysis of laws and 
regulations, analytical materials, concepts, and opin-
ions of researchers on individual issues that were 
included in the subject of study. Other theoretical 
and empirical research methods were also used. For 
example, with the help of descriptive-analytical and 
hermeneutical methods, the analysis of interpreta-
tions of legal (juridical) categories was carried out, 
definitions and clarifications of the terminology were 
formed, and proposals were developed to improve 
the current Ukrainian legislation on the topic under 
study. Comparative legal and formal legal methods 
were used to analyse laws regulating certain issues 
related to the organisation of pre-trial investigation 
and the specifics of conducting individual investiga-
tive (search) actions. With the help of data analysis, 
conclusions and proposals were formulated to im-
prove the national system for protecting critical in-
frastructure by making appropriate changes and 
additions to the provisions of laws and bylaws that 
regulate certain issues of criminal liability for en-
croachment on infrastructure facilities, as well as the 
specifics of organising investigations of this category 
of criminal offences.

The empirical basis of the study consists of ana-
lytical and statistical materials of the Ministry of In-
ternal Affairs (MIA) of Ukraine, the Office of the Pros-
ecutor General, and the Security Service of Ukraine 
on issues related to the pre-trial investigation of 
criminal offences related to damage or destruction 
of critical infrastructure facilities in 2022-2023 as a 

1Law of Ukraine No. 1882-IX “On Critical Infrastructure”. (2021, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1882-
20#Text.
2Approved by the Decree of the President of Ukraine No. 56/2022 “On the Decision of the National Security and Defence Council of 
Ukraine. Strategy For Ensuring State Security”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/56/2022#Text.
3Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

result of Russian military aggression against Ukraine 
(Crimes committed by..., 2023).

■ Results
General characteristics of criminal offences 
targeting critical infrastructure
In a general sense, criminal offences involving critical 
infrastructure can be divided into those that, firstly, 
are directly aimed at destroying or damaging critical 
infrastructure facilities. That is, when the perpetrator 
deliberately commits an act aimed at disrupting the 
normal functioning of life support facilities, which is 
the main goal. The motives in this case may be dif-
ferent and do not affect the qualification of a socially 
dangerous act. Secondly, those where the disruption 
of critical infrastructure facilities is not an end goal 
for the perpetrator, but a means of achieving anoth-
er goal, which may or may not be directly related 
to these acts. For example, considering such a crim-
inal offence as sabotage (Article 114 of the Criminal 
Code of Ukraine)3, then the subject of its criminal en-
croachment may be specific critical infrastructure fa-
cilities that ensure the security and protection of the 
state in the economic, environmental, military, polit-
ical or any other sphere, illegal interference in which 
contributes to the weakening of the state. These fa-
cilities may include power plants, water, oil, and gas 
pipelines, bridges, dams, reservoirs, information and 
telecommunications systems, railway stations, air-
ports, sea or river ports, and other business entities, 
regardless of their ownership forms, that produce or 
provide vital functions and/or services for the state 
and its population, violation of the operating mode 
of which may lead to unpredictable consequences for 
the national security, defence of the country, and the 
well-being of its citizens. Therewith, a mandatory fea-
ture of the objective side of criminal offences involv-
ing critical infrastructure facilities is the presence of 
a causal relationship between criminal acts and so-
cially dangerous consequences.

Depending on the significance of the facility, the 
nature of the consequences caused may have a facil-
ity-based, local, regional (industry), state, and some-
times international level of danger. As an example, 
such facilities can include enterprises, institutions, 
and organisations that ensure the functioning and 
development of the food, chemical, nuclear industry, 
military-industrial complex, financial sector, civil 
protection of the population, etc. In this context, the 
main factors that affect the qualification of criminal 
offences that encroach on the regular functioning of 
critical infrastructure facilities are the category of 
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their criticality, the scale and nature of socially dan-
gerous consequences caused, the number of forces 
and means involved in their elimination, the organ-
isation of participants in the criminal offence, the 
methods of its commission, and the purpose and mo-
tives that prompted the perpetrator(s) to implement 
criminal actions.

With this in mind, criminal offences against the 
security of critical infrastructure are mostly mixed in 
nature, which refers to other laws and regulations 
that define the most important infrastructure facil-
ities for the state and its society, the procedure for 
their identification, registration, categorisation, and 
certification, as well as rules for their operation, pro-
tection, and safety. According to the Law of Ukraine 
“On Critical Infrastructure”1, the list of these facil-
ities should be contained in the appropriate auto-
mated register, the development and maintenance 
of which is entrusted to the authorised central state 
authority in the field of critical infrastructure pro-
tection. The complexity of this issue lies in the fact 
that at the time of the study, the specified body and 
register have not yet been established in Ukraine, 
and this, in turn, makes it difficult for an authorised 
official to make correct operational-tactical and pro-
cedural-based decisions on the prevention, detection, 
termination, disclosure, and investigation of criminal 
offences involving critical infrastructure facilities.

The provisions of the law of Ukraine on criminal 
liability also do not give clear answers to this issue. 
Despite the fact that the Criminal Code of Ukraine 
(hereinafter - CC of Ukraine)2 does not define such 
a generic object of criminal offences as “security of 
critical infrastructure”, a similar concept is contained 
in the dispositions provided for in Article 259 (Delib-
erately false information about a threat to the security 
of citizens, destruction or damage to property) and 
Article 360 (Intentional damage or destruction of tel-
ecommunications networks) of the CC of Ukraine. In 
particular, Part 2 of Article 259 referred to the quali-
fication features of this criminal offence if its subject 
is “critical infrastructure facilities”. A similar term is 
used in the note to Article 360 of the CC of Ukraine, 
combined with such an assessment category as “grave 
consequences”. In other words, the consequences that 
led to the termination of the provision of telecommu-
nications services at critical infrastructure facilities.

Not limited to these articles, critical infrastruc-
ture can also act as an object, subject, or place of 
commission of other criminal offences. Considering 
the special importance of certain sectors of critical 
infrastructure for the functioning of the state, the 

1Law of Ukraine No. 1882-IX “On Critical Infrastructure”. (2021, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1882-
20#Text.
2Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3Ibidem, 2001.

legislator identified special types of criminal offences 
related to the destruction or damage of property. 
This means those independent elements of criminal 
offences, the objective side of which is characterised 
by the commission of a socially dangerous act, which 
consists in the destruction or damage of separately 
defined critical infrastructure facilities. These facil-
ities included enterprises, institutions, organisations 
of their systems and structured elements that ensure 
the activities of the electric power industry, the na-
ture reserve fund, housing and communal services, 
nuclear energy, transport communications, the mil-
itary-industrial complex, etc. (Anufriev et al., 2023).

Along with this, the security of critical infrastruc-
ture can also act as an additional qualification feature 
of criminal offences under Articles 194 (Intentional 
destruction or damage to property), 195 (Threat of 
destruction of property), 196 (Negligent destruction 
or damage to property), 197 (Violation of obligations 
to protect property), 219 (Bringing to bankruptcy), 
233 (Illegal privatisation of state and municipal 
property), 270 (Violation of fire or man-made safety 
requirements established by law), 280 (Coercion of 
transport workers to fail to perform their duties) of 
the CC of Ukraine3. Therefore, it is proposed to sep-
arately supplement the dispositions of these crimi-
nal law norms with additional qualification features 
in case these acts encroach on critical infrastructure 
facilities. Under this condition, the subject of these 
criminal attacks can only be those facilities that are 
not classified as special types of criminal offences 
provided for in the CC of Ukraine. These proposals 
will provide additional guarantees for the protection 
of critical infrastructure from criminal attacks and 
play an important role in the proper organisation of 
pre-trial investigation of criminal offences involving 
critical infrastructure.

Features of organising the investigation of 
criminal offences involving critical infrastructure
The specifics of organising the investigation of crimes 
committed at critical infrastructure facilities are in-
forming the authorised bodies in the field of critical 
infrastructure protection about the occurrence of an 
emergency situation at the facility, in order to carry 
out urgent actions to eliminate its consequences, con-
duct rescue and restoration work. After an emergency 
situation occurs at a critical infrastructure facility, the 
critical infrastructure operator must immediately no-
tify the relevant sectoral and functional authorities in 
the field of critical infrastructure protection, local ex-
ecutive authorities and civil-military administration. 
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The information in the message must contain data on 
the time and place of the incident, its circumstances, 
consequences, the intended or already known cause, 
the organisation of medical care for injured persons, 
their number, the estimated number of victims, etc.

The organisation of emergency rescue operations 
should be carried out immediately, while simultane-
ously taking measures to restrict access to the scene 
of an accident by unauthorised persons. The scene 
of an accident must be assessed regarding the likely 
location of potentially dangerous objects on its terri-
tory. This will ensure the safety of persons involved in 
the elimination of the consequences of an emergency 
and conducting procedural actions. The complex of 
dangerous factors that occur after an explosion or 
fire is also considered by determining the danger and 
emergency zones1. The presence of people within the 
“danger zone” and any work within it is prohibited 
(The Security Service…, 2013). Elimination of the 
consequences of an emergency situation is carried out 
only after the final elimination of dangerous factors 
in the area of emergency rescue operations. If there 
is information about possible radiation, chemical or 
bacteriological (biological) contamination of the en-
vironment, the work should be carried out with the 
participation of qualified specialists in the relevant 
field of knowledge in compliance with all existing fa-
cility or departmental instructions (Ratushnyi et al., 
2020; Tertyshnyk, 2022). 

The next feature of organising a crime investi-
gation is the organisation of protection of the scene 
of an accident and the involvement of the necessary 
participants in its conduct. Having received a mes-
sage about the occurrence of an emergency situation 
at the critical infrastructure facility, the relevant in-
vestigation team is urgently sent to the scene of the 
incident. Depending on the nature of the emergency 
situation and the category of criticality of the facility, 
representatives of various law enforcement agencies 
may arrive at the scene, which complicates the pro-
cess of making operational decisions by authorised 
subjects of the national critical infrastructure protec-
tion system. Therefore, it is proposed to regulate the 
formation and activities of permanent departmental 
and interdepartmental teams for the investigation of 
criminal offences involving critical infrastructure fa-
cilities. In the future, this provided an opportunity to 
organise and conduct joint exercises to work out the 
notification scheme, the immediate departure sys-
tem, and coordinate the actions of each participant 
of the investigation team at the incident site.

Such an investigation team should include a 
prosecutor, an investigator (group of investigators), 

1Order of the Ministry of Energy and Coal Industry No. 282 “On the Approval of Methodological Recommendations for the Execution of 
Works During the Liquidation of Oil and Gas Wells and Open Oil and Gas Fountains”. (2015, May). Retrieved from https://ips.ligazakon.
net/document/FN011106.

a forensic specialist, and employees of the relevant 
operational units, depending on the jurisdiction of 
the criminal offence. In cases where the disruption 
of critical infrastructure facilities was caused by an 
explosion, an explosives specialist from the relevant 
expert service is involved in the inspection. Spe-
cialists of pyrotechnic units of the state emergency 
service may also be involved, but it is necessary to 
consider their lack of practical skills in the detection, 
registration, and removal of objects of forensic sig-
nificance. When the victims are found at the scene, a 
specialist in the field of forensic medicine is involved 
in the examination. Depending on the circumstances 
and the number of victims, it is advisable to involve 
emergency doctors and psychologists to participate 
in the examination. If it is necessary to use police 
tracking dogs, specialist dog handlers are invited to 
conduct the inspection (Selyukov, 2022). Competent 
assistance can also be provided by employees of a 
critical infrastructure facility who are aware of its de-
sign features (Batiuk, 2021).

Before starting the inspection, each of the investi-
gation team participants must be provided with spe-
cial personal protective equipment (respirators, hard 
hats, gloves, overalls, etc.) and the necessary technical 
equipment for its implementation (photo and video 
cameras, dosimeters, rangefinders, etc.). In order to 
facilitate the process of cognition, it is advisable to 
involve a specialist operator of an unmanned aerial 
vehicle in the inspection, which would allow the par-
ticipants of the inspection to analyse the scene of the 
incident from top to bottom and better simulate the 
past event. In addition, the use of UAVs will signifi-
cantly speed up the inspection, which will have a pos-
itive impact on the time of restoration work (Yefimen-
ko, 2022). Without violating the principle of unity of 
command, depending on the scope of the necessary 
work, it is recommended to allocate the relevant sub-
groups of investigators, specialists, and operational 
workers as part of the investigation team, including a 
separate group that would ensure security at the scene 
of an accident and communicate with the media.

The last stage of the investigation of criminal of-
fences is to conduct an incident site inspection. In 
criminal proceedings involving critical infrastructure 
facilities, an incident site inspection is one of the most 
complex and important investigative (search) actions 
with a clearly defined specifics of its implementation. 
Delay in the examination inevitably leads to the loss 
of evidence and a change in the primary environment 
due to the instability of individual traces and condi-
tions that resulted in this event. At the same time, 
the importance of functioning of critical infrastruc-

https://ips.ligazakon.net/document/FN011106
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ture facilities requires prompt elimination of the con-
sequences of an emergency (Komisarov et al., 2022). 
Therefore, with the arrival of the investigation team 
at the scene, emergency rescue operations may not 
yet be completed. At this stage, all efforts should be 
coordinated for careful video and photo recording of 
the situation that is observed at the time of arrival.

If many criminally significant traces may be lost, 
it is advisable to conduct an inspection in parallel 
with emergency rescue operations. If possible, the 
investigator should immediately coordinate their ac-
tions in such a way as to ensure the preservation of 
criminally significant traces located next to the resto-
ration work. First of all, those facilities that require 
immediate restoration or evacuation should be ex-
amined. Upon arrival at the scene, the investigation 
team should assess the extent of the emergency and 
the presence and number of victims. If there are vic-
tims at the scene, it is necessary to find out whether 
they were provided with assistance and, if necessary, 
take urgent measures to provide it. Next, measures 
are taken to protect the scene of the accident, link it 
and, if necessary, expand it.

Before starting the inspection, the safety of the 
persons participating in it must be ensured. All nec-
essary measures are being taken to prevent unau-
thorised persons from appearing at the scene, in-
cluding in the “danger zone”. Investigation team 
is also outside of it. Group members should be in-
structed to comply with personal safety measures. If 
there is a risk of an explosion, the inspection does 
not begin without involving the relevant specialists 
of the explosives service. When explosive devices 
or unexploded ordnance are detected at the scene, 
the team leader, together with the relevant special-
ist, makes a decision on their neutralisation or/or 
destruction at the scene of the event or outside it. 
Neutralisation or destruction of explosive objects is 
carried out by a qualified specialist in compliance 
with all existing rules and instructions for perform-
ing such work (Klymas, 2022).

Due to possible large-scale destruction and the 
large number of facilities that need to be examined, 
the inspection time increases, and sometimes even 
up to several weeks. In this case, the territory of the 
scene of an accident is divided into smaller sections, 
the inspection of which is entrusted to a specific in-
vestigator of this group. The investigator’s interaction 
with other participants in the examination should 
be organised in such a way that he has the oppor-
tunity to constantly maintain communication with 
them. The investigator also needs to consider the 
fact that the relevant (departmental) commission can 
simultaneously conduct an internal investigation at 

1Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

the scene of the incident. Therefore, the investiga-
tor needs to familiarise themself with the functional 
duties of the chairman of this commission and its 
composition. The results of an internal investigation 
can serve as auxiliary materials for planning and 
conducting further procedural actions (Taran et al., 
2020; Syvodyed, 2023).

During the inspection, special attention is paid to 
the places of destruction or damage to critical infra-
structure facilities, their systems and elements, and 
the presence of foreign objects within their borders. 
If they are difficult to describe, their diagrams, plans, 
and photo images are attached to the protocol, and 
competent employees are invited to log them. If par-
ticularly dangerous objects (nuclear, chemical, ther-
mobaric ammunition, etc.) are found at the scene of 
an accident, the inspection is immediately stopped 
until the arrival of appropriate specialists. If the fa-
cility is completely destroyed and is a construction 
ruin, it is necessary to carry out disassembly, first 
examining the destroyed fragments.

It is advisable to conduct other investigative 
(search) actions simultaneously with the inspection. 
Operational officers are instructed to identify eye-
witnesses and victims, organise the protection of the 
scene and traces that were not examined, collect in-
formation about persons who were within the event, 
preserve technical documentation describing the ac-
tivities of the critical infrastructure facility, help in 
carrying out rescue operations, etc.

■ Discussion
Analysing the current state and prospects for im-
proving the legislative regulation of the grounds for 
criminal liability for crimes that encroach on critical 
infrastructure facilities, O. Taran & O. Sandul (2019) 
point to the fact that the provisions of the current CC 
of Ukraine do not contain specially defined norms 
that would provide for liability for socially dangerous 
acts that encroach on critical infrastructure facilities. 
Considering this circumstance, the authors propose 
to introduce a separate article in section 1 of the Spe-
cial part (Crimes against the foundations of national 
security), which would provide for criminal liability 
for encroachment on critical infrastructure facilities1.

Denying the feasibility of implementing 
these changes and additions, S.Ye. Kucherina & 
D.O. Olejnikov (2021) argue that at the present stage, 
the level of criminal legal protection of critical infra-
structure facilities is insufficient and unsystematic. 
The reason for this is that, first of all, the legislation 
of Ukraine on criminal liability does not have an indi-
vidualised approach to critical infrastructure in gen-
eral and its facilities in particular. That is, criminal 

https://zakon.rada.gov.ua/laws/show/2341-14%23Text


Yefimenko et al.

Scientific Journal of the National Academy of Internal Affairs, 28(2)47

legal protection of critical infrastructure facilities is 
carried out at the level of the subject of other objects 
of criminal offences of a more general nature, and 
secondly, the current legislation, which establishes 
responsibility for socially dangerous acts, does not 
consider current trends in the development of organi-
sational and legal bases of critical infrastructure, as a 
result of which the ability to fully protect the interests 
of the state and society, which are implemented in 
this area, is lost. Given the above, researchers propose 
to review the list of general objects of criminal legal 
protection and to include the protection of critical in-
frastructure in the tasks of the CC1 of Ukraine. These 
changes, according to the researchers, will contrib-
ute to the introduction of separate criminal liability 
for encroachment on critical infrastructure facilities, 
which in the future will provide it with additional 
protection through existing criminal legal means.

Holding similar views, V. Fediuk (2022) draws at-
tention to the provisions of the Law of Ukraine “On 
critical infrastructure”2 in the preamble of which it is 
noted that this law is a component of legislation in the 
field of national security. Despite this, when forming 
an idea of “critical infrastructure facilities”, the legis-
lator draws attention to the importance of their func-
tioning not only for national security but also for the 
economy of the country, its defence, and other areas 
of state activity that affect national interests. In other 
words, this means that the vital interests of a person, 
society, and the state depend on the proper function-
ing of critical infrastructure facilities, the implementa-
tion of which ensures the state sovereignty of Ukraine, 
its progressive democratic development, and safe liv-
ing conditions and the well-being of citizens.3 In this 
context, encroachments on critical infrastructure can-
not only affect relations in the field of ensuring the 
foundations of national security. Violation of the oper-
ating mode of critical infrastructure facilities destabi-
lises other public relations and creates obstacles to the 
implementation of functions, the production of goods, 
and the provision of services that are vital for people 
and the country’s activities. Researchers define “vital 
goods and services” as those goods and services that 
meet the basic needs of the country and its citizens, 
including the functioning of the national security and 
defence systems. In turn, “vital functions of the state” 
imply any activities of the state or private structures 
that create conditions and mechanisms for human life 
and functioning of the country in peacetime, in condi-
tions of emergency and martial law and a state of war 
(Sakhanyuk, 2020; Franchuk et al., 2021).

1Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2Law of Ukraine No. 1882-IX “On Critical Infrastructure”. (2021, November). Retrieved from https://zakon.rada.gov.ua/laws/show/1882-
20#Text.
3Law of Ukraine No. 2469-VIII “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/2469-19#Text.
4Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

Therefore, agreeing with V. Fediuk (2022), when 
defining areas for improving the criminal legal protec-
tion of critical infrastructure facilities, it is necessary 
to consider a number of their inherent features and 
criteria that determine their social, political, and eco-
nomic significance for ensuring the country’s defence, 
security of citizens, society, the state, and the rule of 
law. In fact, such criteria include, firstly, the provision 
of functions and/or obedience by these facilities that 
are vital for the state and its society, secondly, the ex-
istence of external and internal challenges and threats 
(their vulnerability) in relation to these facilities, 
thirdly, the probability of causing significant (major) 
damage to the normal living conditions of the popula-
tion, and fourthly, the scale and duration of elimina-
tion of negative consequences in case of unauthorised 
interference in their work (Biryukov, 2015; Tkalya, 
2022). Given the above, researchers refer to these fa-
cilities enterprises, institutions, and organisations that 
are of strategic importance for the economy and secu-
rity of the state, are potentially dangerous, classified 
as civil protection, are subject to mandatory protection 
and defence in an emergency, are particularly impor-
tant for the energy sector and the oil and gas industry, 
provide the activities of conference communication 
systems, emergency services, payment services and 
electronic communications, ensure the functioning of 
the agricultural and industrial complex, food industry, 
educational institutions, healthcare, cultural and edu-
cational and national-patriotic education, etc.

Summing up the above, it is worth noting that 
the security and protection of critical infrastructure 
facilities in criminal law have different generic ob-
jects. This gives grounds to consider the prospects for 
improving the criminal legal protection of critical in-
frastructure within the framework of making certain 
dispositive additions to existing norms, through the es-
tablishment of additional qualification features in the 
event that these acts encroach on critical infrastruc-
ture facilities. For example, Part 2 of Article 194 of the 
CC of Ukraine4 is proposed to be supplemented with 
a note if: “intentional destruction or damage to some-
one else’s property, which caused large-scale damage 
to critical infrastructure facilities.” In this case, only 
those critical infrastructure facilities that are not classi-
fied as special types of criminal offences under Articles 
194-1 (Intentional damage to electric power facilities) 
252 (Intentional destruction or damage to territories 
taken under state protection and objects of the nature 
reserve fund), 411 (Intentional destruction or damage 
to military property) 270-1 (Intentional destruction or 

https://zakon.rada.gov.ua/laws/show/2341-14%23Text
https://zakon.rada.gov.ua/laws/show/1882-20%23Text
https://zakon.rada.gov.ua/laws/show/1882-20%23Text
https://zakon.rada.gov.ua/laws/show/2469-19%23Text
https://zakon.rada.gov.ua/laws/show/2469-19%23Text
https://zakon.rada.gov.ua/laws/show/2341-14%23Text
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damage to housing and communal facilities) may be 
the subject of this criminal offence.

Special attention should be paid to the specifics 
of organising pre-trial investigation of criminal of-
fences involving critical infrastructure facilities. In 
this context, forensic methodology becomes impor-
tant (Yefimov & Pyrig, 2022), which is the basis for 
developing appropriate recommendations for organ-
ising and conducting pre-trial investigations of cer-
tain types of criminal offences (Mudretskyi, 2019). 
Given the totality of objective and subjective features 
that allow qualifying a socially dangerous act as a 
specific criminal offence, criminalistics proposed to 
classify criminal offences, including by the object 
of criminal encroachment (Guseva, 2019). In this 
regard, it is worth noting that at the present stage 
of the development of criminalistics, the definition 
of individual methods for investigating criminal of-
fences at critical infrastructure facilities is still in its 
infancy. The reason for this is that, firstly, for Ukrain-
ian legislation, public relations on the protection and 
security of critical infrastructure are relatively new, 
and secondly, due to the lack of full functioning of 
the central state authority in the field of protection of 
critical infrastructure, in Ukraine, the corresponding 
list of facilities has not yet been formed.

Along with this, exploring the problematic aspects 
of forensic support of criminal offences at critical in-
frastructure facilities, O. Batiuk (2021) suggests that 
their content include such elements as forensic char-
acteristics of criminal offences at critical infrastruc-
ture facilities; circumstances to be established and 
proved; features of detection of criminal offences at 
critical infrastructure facilities; typical investigative 
situations that arise at the initial and subsequent 
stages of the investigation; typical versions and fea-
tures of Investigation planning; features of using spe-
cial knowledge; features of interaction of relevant 
participants in criminal proceedings; features of the 
organisation of investigation team in the conditions 
of its work at the critical infrastructure facility where 
emergency situation has occurred; identification of 
the causes and conditions that contributed to the 
commission of a criminal offence; features of using 
forensic information databases in the investigation of 
the relevant category of criminal offences, etc.

Given the above, it can be concluded that at the 
present stage of the development of forensic science, 
topical issues of the methodology for investigating 
criminal offences at critical infrastructure facilities 
are open for discussion and require further scientific 
research. Considering the limits of the paper, the spe-
cifics of organising pre-trial investigation of criminal 
offences involving critical infrastructure, and, in this 
case, conducting an incident site inspection as one 
of the most complex investigative (search) actions of 
this category of criminal offences were revealed.

■ Conclusions
Thus, the results of the scientific analysis indicate 
that the legislation on critical infrastructure and its 
protection is part of the legislation in the field of na-
tional security, the norms and provisions of which 
determine the legal and organisational basis for 
the creation and functioning of the national system 
for the protection of critical infrastructure. Persons 
guilty of violating these regulations are liable as de-
fined by law. Thus, critical infrastructure facilities 
can be the object, subject, or place of commission of 
a criminal offence not only at the national level, but 
also be the subject of consideration by international 
instances. Despite the urgency of this issue, the level 
of criminal legal protection of critical infrastructure 
facilities in the norms of the current Criminal Code 
of Ukraine is insufficient. The main reason for this is 
that due to the lack of a fully functioning central ex-
ecutive body in the field of critical infrastructure pro-
tection, Ukraine has not yet formed a statutory regis-
ter of critical infrastructure facilities. In addition, the 
process of identifying critical infrastructure facilities 
is permanent and may change depending on internal 
and external challenges and threats that affect the 
level (degree) of protection of national interests.

At the same time, the functioning of the national 
system of protection of critical infrastructure forces 
the legislator to supplement certain norms of the spe-
cial part of the CC of Ukraine with additional qualifi-
cation features that would provide for liability for de-
struction or damage to critical infrastructure facilities. 
In this context, the types of criminal offences involv-
ing critical infrastructure can be conditionally divided 
into special, that is, those that encroach on the object 
of a particular sector of critical infrastructure (Arti-
cle 194-1 of the CC of Ukraine) and general (Article 
194 of the CC of Ukraine), encroach on other, not 
separately allocated critical infrastructure facilities.

Considering the importance of the functioning 
of critical infrastructure facilities, from a practical 
standpoint, additional regulatory and methodologi-
cal support is also required for issues related to the 
priority actions of authorised subjects for the protec-
tion of critical infrastructure after receiving informa-
tion about the occurrence of an emergency situation 
at the critical infrastructure facility, their interaction 
on the prevention, detection, termination, disclo-
sure, and investigation of criminal offences involving 
critical infrastructure facilities, as well as the specif-
ics of organising priority investigative (search) ac-
tions under a state of emergency.
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■ Анотація. Нові технології, які використовують в інфраструктурних системах, додають складності 
управлінню та захисту цих систем, а тому розгляд питань, пов’язаних зі злочинними посяганнями 
на критичну інфраструктуру, й організація розслідувань набувають важливого значення. Основною 
метою було дослідження проблемних аспектів та унікальних рис організації досудового розслідування 
злочинів, які вчинено на об’єктах критичної інфраструктури. Методологічний інструментарій 
наукового дослідження ґрунтувався на діагностичному методі для вивчення соціальних і правових 
явищ, аналітичному, догматичному, порівняльно-правовому, формально-юридичному й методі 
моделювання. За результатами дослідження було комплексно проаналізовано сучасний стан 
норм кримінального права, які регулюють підстави кримінальної відповідальності за кримінальні 
правопорушення, об’єктами яких є критична інфраструктура. На підставі оцінювання сучасного 
стану кримінально-правової охорони об’єктів критичної інфраструктури встановлено, що вона є 
недостатньою та потребує вдосконалення. Запропоновано доповнити норми Особливої частини 
Кримінального кодексу України додатковими кваліфікаційними ознаками, які встановлювали б 
кримінальну відповідальність за посягання на об’єкти критичної інфраструктури. Актуалізовано 
питання розроблення єдиної концепції захисту об’єктів критичної інфраструктури від кримінальних 
правопорушень за допомогою комплексного науково-практичного підходу до формування та 
оцінювання криміналістичного забезпечення протидії кримінальним правопорушенням, об’єктами 
яких є критична інфраструктура. Окреслено конкретні кроки з удосконалення нормативно-правових 
актів, які визначають особливості організації розслідування на об’єктах критичної інфраструктури та 
проведення у зв’язку із цим першочергових слідчих (розшукових) дій. Практична значущість одержаних 
результатів полягає у формуванні та аргументації висновків і пропозицій з удосконалення системи 
захисту критичної інфраструктури від злочинних посягань

■ Ключові слова: захист життєво важливих об’єктів; об’єкти підвищеної небезпеки; розслідування 
кримінальних правопорушень; надзвичайна ситуація; слідчо-оперативна група; огляд місця події
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